Information society and
data protection

Two themes - security and technology - dominated debate in the field of the information society and data
protection in 2011, a year which marked 10 years since the terrorist attacks of September 11 in the United States.
The anniversary stoked debate on how to find the right balance between security, rights to privacy and data
protection and centred on topical issues such as the retention of telecommunications data; the collection and
analysis of passenger data; the creation of a terrorist finance tracking system; and the use of body scanners.
Another concern was how to update the data protection framework to cope with technological advances, with

interest focusing particularly on social networking sites.

This chapter explores key changes in European Union
(EU) and Member State legislation, policies and prac-
tices in the area of data protection in 2011. The chapter
will first look at the main developments at European
level and then turn to the year’s high-profile topics: data
retention, Passenger Name Record (PNR) data, terrorist
finance tracking systems, the use of body scanners and
social networking sites.

3.1. General overview

In November 2010, the European Commission pre-
sented its plans in the area of data protection.’ The
communication outlines the Commission’s approach
to the review of the EU system for the protection of
personal data in all areas of EU activities, taking into
account the challenges resulting from globalisation
and new technologies. Several objectives are set out
including: strengthening individuals’ rights, increasing
transparency and the level of awareness of data pro-
tection rights, enhancing individual control over one’s
data, ensuring free and informed consent, updating the
protection for sensitive data and making remedies and
sanctions more effective. In his opinion on the commu-
nication, the European Data Protection Supervisor called
for more ambitious solutions giving citizens better con-
trol over their personal data to make the system more
effective. He highlighted that the inclusion of police and

1 European Commission (20103).

Key developments in the area of information society
and data protection:

courts and parliaments in some EU Member States
raise concerns about national legislation implementing
the Data Retention Directive; the European Commission
adopts, in late 2010, an evaluation report on

the directive;

in the context of Passenger Name Records (PNR), the
European Parliament endorses the EU-Australia PNR
agreement, while parliamentary approval is pending on
the EU-US PNR agreement; the European Commission
proposes a directive to exchange PNR data amongst

EU Member States for law enforcement purposes;

the EU institutes new rules on the use of body

scanners at European airports. Meanwhile, a number of
EU Member States test and evaluate the practical use of
these scanners;

the European Commission presents options for

a European terrorist finance tracking system, while
the implementation of the existing EU-US cooperation,
known as the terrorist finance tracking programme,
undergoes two reviews, both calling for

more transparency.
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justice cooperation in the legal framework was a condi-
tion for effective data protection.?

The Eurobarometer survey on Attitudes on Data Protec-
tion and Electronic Identity was published in 20113 One
of the key findings of the survey -in which 26,574 Euro-
peans aged 15 and over were surveyed in the 27 Mem-
ber States - is that three out of four Europeans accept
that revealing personal data is part of everyday life, but
they are also worried about how companies - includ-
ing search engines and social networks - use their
information. The report reveals that 62 % of people in
the EU give the minimum information required so as
to protect their identity, while 75 % want to be able
to delete personal information online whenever they
want to - the so-called ‘right to be forgotten’. There is
also strong support for EU action: 90 % want to have
the same data protection rights across the EU. The sur-
vey was conducted between the end of November and
mid-December 2010. All interviews were conducted
face-to-face in people’s homes in the appropriate
national languages.

“Over half of the Europeans surveyed say a fine should

be imposed on [...] companies (that use people’s personal
data without their knowledge) (51 %). Four out of ten
think such companies should be banned from using such
data in the future (40 %), or compelled to compensate the
victims (39 %).”

Eurobarometer 359, Attitudes on Data Protection and Electronic

Identity in the European Union, Special Brussels, June 2011, p. 190

In The Evolving Privacy Landscape: 30 years after the
OECD Privacy Guidelines,* the OECD described current
trends in the processing of personal data and the cor-
responding privacy risks. It highlighted initiatives and
innovative approaches to privacy, with a primary focus
on economic activities. The OECD also published an
economic paper on the regulation of trans-border data
flows to address the growing risk to individual privacy
posed by the increasing number of Internet-based data
transfers in a globalising world economy. The paper took
a systematic inventory of regulation at a global level
and examined the policies underlying the requlation,s
aiming to contribute to the debate on future requlation
of the trans-border data flow.

At the Council of Europe, the debate on the revision of its
Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data (ETS No. 108)
continued.¢ In the Council of Europe report on the corre-
sponding consultation,” respondents pointed to the impor-

2 European Data Protection Supervisor (20113).

European Commission (20113).

4 Organisation of Economic Co-operation and Development
(OECD) (2011a).

OECD (2011b).

Council of Europe (20113).

7 Council of Europe (2011b).
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tance of ensuring consistency with the EU’s protection
rules. Moreover, the Council of Europe’s Committee of
Ministers adopted in late November 2010 a Recommen-
dation on the protection of individuals with regard to
automatic processing of personal data in the context of
profiling.® It aims at defining fair and lawful profiling in full
respect of fundamental rights, notably the right to privacy
and to the protection of personal data and the principle of
non-discrimination. The Council of Europe also published
on 20 September 2011 3 draft Strategy on Internet Gov-
ernance (2012-2015) - adopted on 15 March 2012 - men-
tioning the advancing of data protection and privacy as
one of its main objectives. Finally, a review was launched
in 2011 of the Committee of Ministers’ Recommendations
(87) 15 regulating the use of personal data in the police
sector and (89) 2 on the protection of personal data used
for employment purposes.

At EU level, the role of data protection in the Area of
Freedom, Security and Justice prompted interest. A study
prepared for the European Parliament addressed the
new challenges stemming from data protection poli-
cies and systems falling within the scope of police and
judicial cooperation in criminal matters.® It identified
a set of common basic principles and standards for the
genuine assurance of data protection in all phases of
EU policy making and for the effective implementation
of this fundamental right.

The European Data Protection Commissioners’ Confer-
ence adopted a resolution stressing the need for a com-
prehensive data protection framework that covers the
law enforcement sector.™

The Regulation establishing the agency for the opera-
tional management of large-scale information tech-
nology (IT) systems in the area of freedom, security
and justice was adopted on 25 October 2011." The
new agency will act as the management authority for
large-scale IT systems in the area of freedom, security
and justice: the next generation of an EU database that
maintains and distributes information on persons and
property of interest to national security, border con-
trol and law enforcement (SIS I1); a visa-data exchange
system (VIS); and a European fingerprint database
designed to identify asylum seekers and those who
are crossing borders irreqularly (Eurodac).

On a more general level, the independence of data
protection authorities (see Table 3.1 for listing of
national Data Protection Authorities) remained a con-
cern. As reported in last year’s annual report the Court
of Justice of the European Union (CJEU) handed down

8 Council of Europe (2010).

9 Bigo, D. et al. (2011).

10 European Data Protection Commissioners’ Conference (2011).
11 Regulation (EU) No. 1077/2011, 0) 2011 L 286.
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Table 3.1: Bodies required under EU law - data protection authorities, by country

Country Name of body in English
AT Austrian Data Protection Commission
BE Commission for the protection of privacy
BG Commission for Personal Data Protection
cYy Commissioner for Personal Data Protection
(z The Office for Personal Data Protection
DE The Federal Commissioner for Data Pro-
tection and Freedom of Information
DK Danish Data Protection Agency
EE Estonian Data Protection Inspectorate
EL Hellenic Data Protection Authority
ES Spanish Data Protection Authority
FI Office of the Data Protection Ombudsman
National Commission for informa-
FR )
tion technology and freedoms
Authority for Data Protection and
HU .
Freedom of Information
IE Data Protection Commissioner
IT Data Protection Authority
LT State Data Protection
L National Commission for the
Protection of Data
LV Data State Inspectorate
MT Office of the Data Protection Commissioner
NL Dutch Data Protection Authority
PL The Bureau of the Inspector General

for the Protection of Personal Data
PT Portuguese Data Protection Authority
The National Supervisory Authority

i for Personal Data Processing
SE The Swedish Data Inspection Board
| Information Commissioner
SK Office for Personal Data Protection
of the Slovak Republic
UK The Office of the Information Commissioner

Name of body in national (alternative) language
Osterreichische Datenschutzkommission
Commission de la protection de la vie privée/Com-
missie voor de bescherming van de persoonlijke lev-
enssfeer/Ausschuss fiir den Schutz des Privatlebens
Komucusma 3a 3awjuma Ha Au4yHUMe 0aHHU
lpapeio Emrpdmou MpoaTaoiag
Agbopévwv MpoowmikoU XapoaKTApo
Ufad pro ochranu osobnich udaji
Der Bundesbeauftragte fir den Datenschutz
und die Informationsfreiheit
Datatilsynet
Andmekaitse Inspektsioon
Apxri MpoaTtaoiog Asdopévwy
lMpoowmkou XapakTipo
Agencia Espariola de Proteccion de Datos, AEPD
Tietosuojavaltuutetun toimisto, Da-
taombudsmannens byra
Commission Nationale de
I"Informatique et des Libertés
Nemzeti Adatvédelmi és
Inform3ciészabadsdg Hatésdg
An Coimisinéir Cosanta Sonrai
Garante per la protezione dei dati personali
Valstybiné duomeny apsaugos inspekcija

Commission nationale pour la protection des données

Datu valsts inspekcija

College bescherming persoonsgegevens
Generalny Inspektor Ochrony Danych Osobowych

Comissdo Nacional de Proteccdo de Dados
Autoritatea Nationala de Supraveghere
a Prelucrarii Datelor cu Caracter Personal
Datainspektionen
Informacijski pooblascenec

Urad na ochranu osobnych tdajov

Swyddfa’r Comisiynydd Gwybodaeth

Source: http://ec.europa.eu/justice/data-protection/bodies/authorities/eu/index_en.htm as of 31 December 2011

a judgment™ on the lack of sufficient independence
of German data protection authorities at federal state
(Lénder) level and the European Commission referred
Austria to the CJEU for a lack of independence of its
data protection authority. Discussions on the new
Hungarian constitution, which entered into force at
the beginning of 2012, centred on the independence
of the Hungarian data protection authority. The Euro-
pean Commission launched accelerated infringement
proceedings against Hungary on 17 January 2012 over
this issue.™

12 (JEU, (-518/07, Commission v. Germany, 9 March 2010.
13 European Commission (2010b).
14 European Commission (2012).

“The independence of data protection supervisors is
quaranteed under Article 16 of the Treaty on the Functioning
of the EU and Article 8 of the Charter of Fundamental Rights.
In addition, EU rules on data protection (Directive 95/46/EC)
require Member States to establish a supervisory body to
monitor the application of the Directive acting in complete
independence. [...] The mere risk of political influence
through state scrutiny is sufficient to hinder the independent
performance of the supervisory authority’s tasks [...]”

European Commission, Press release IP/12/24, Brussels, 17 January 2012
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3.2. Data retention

The EU has a directive in place which requires internet
service providers and telephone operators to retain
comprehensive traffic data about non-content-related
Internet and telephone use. This EU Data Retention
Directive™ has been the subject of fundamental rights
concerns ever since its adoption in 2006. In April 2011
the European Commission published a report evaluat-
ing its implementation and application.” The directive
itself, according to the report, does not guarantee that
retained data are being stored, retrieved and used in
full compliance with the right to privacy and protection
of personal data. The Commission says that the direc-
tive only sought partial harmonisation of approaches
to data retention. It is therefore unsurprising that
EU Member States do not share a common approach,
even in fields covered by the directive such as reten-
tion periods, let alone on issues not covered by the
directive, such as who ultimately covers the cost of
the obligatory data retention.” The Commission con-
cluded that historic communications data were impor-
tantin criminal investigations, and that therefore the EU
should continue to support and regulate data retention
as a security measure.

The Commission consulted stakeholders on options for
changing the data retention framework. The European
Data Protection Supervisor, in his opinion on the Evalu-
ation Report of the Directive, concluded that the direc-
tive does not meet the requirements imposed by the
fundamental rights to privacy and data protection.®

“[The Data Retention Directive] is without doubt the most
privacy invasive instrument ever adopted by the EU in
terms of scale and the number of people it affects”.

European Data Protection Supervisor, ‘'The moment of truth for the Data
Retention Directive’, Speech given in Brussels on 3 December 2010

At the national level, Cyprus, the Czech Republic, Ger-
many, the Netherlands, Sweden and Romania also
criticised the Data Retention Directive. On 22 March,
the Constitutional Court of the Czech Republic declared
certain national provisions™ implementing the directive
unconstitutional,® in proceedings initiated by a group of
51 deputies of the Czech parliament. The Court referred,
for example, to a lack of: proportionality in the national
provisions’ interference with the right to privacy; a clear
definition of the purpose of the data retention; an
explicit list of institutions authorised to access the datg;

15 Directive 2006/24/EC, 0) 2006 L 105.

16 European Commission (2011b).

17 Ibid., p. 31.

18 European Data Protection Supervisor (2010).

19 Czech Republic, Electronic Communication Act
No. 127/2005 Coll., Section 97, subsections 3 and 4;
the decree implementing the Data Retention Directive.

20 Czech Republic, Constitutional Court, Decision File No. Pl US
24/10, 22 March 2011.

an obligation to inform affected persons; and appropri-
ate judicial review. In Cyprus, the Supreme Court also
declared certain national provisions implementing the
Data Retention Directive unconstitutional.? The case
concerned the access of police officers to telecommuni-
cations data on the basis of court orders. The court held
that the data retention directive does not oblige Mem-
ber States to enact legislation enabling police access to
such data, as this falls outside the scope of the direc-
tive. The court also noted that the relevant court orders
were issued prior to a constitutional amendment which
provides for exceptions to the right to confidentiality
of communications.

Two committees of the Senate in the Netherlands
expressed their disappointment with the European
Commission’s evaluation of the Data Retention Direc-
tive, in a letter to the Minister of Security and Justice
on 31 May.? The committees took issue with several
points. They said that the evaluation was not satis-
factory, because it failed to establish the need for the
directive and because it paid insufficient attention to
the proportionality of data retention. The committees
also raised questions about the methodology used and
suggested withdrawing the directive.”

Germany plans to transpose the Data Retention Direc-
tive into German law in line with the directive itself as
well as the conditions laid down in a 2010 German Con-
stitutional Court judgment.>4 To date, however, no con-
sensus on a new legislative proposal has been reached.
The Research Service of the House of Representatives
(Bundestag) said that the Data Retention Directive
cannot be implemented in a way that is, beyond all
doubt, compatible with the Charter on Fundamental
Rights in Europe. These doubts centre on the freedom
to conduct business since the directive obliges private
enterprises to create and maintain cost-intensive struc-
tures for the retention of communication data. Another
German House of Representatives’ (Bundestag) study
came to the conclusion that data retention has not sig-
nificantly increased the rate of crimes solved in any
EU country.¢ The study pointed out, however, that there
are no statistical data available to assess the directive’s
effect on the crime clearance rate. The Federal Commis-
sioner on Data Protection and Freedom of Information
also argued that there is no proof that data retention has
significantly increased crime detection rates.”” The Ger-

21 Cyprus, Supreme Court, Christos Matsias and Others,
Apps. 65/2009, 78/2009, 82/2009, 15-22/2010, Decision of
1 February 2011.

22 Netherlands, Senate (2011a).

23 Netherlands, Senate (2011b).

24 Germany, German Constitutional Court, BVerfG, 1 BvR 256/08
vom 2.3.2010, 2 March 2010.

25 Derksen, R. (2011).

26 Becher, J. (2011).

27 Germany, Federal Commissioner on Data Protection and
Freedom of Information (2011).



man federal police have, however, published evidence
of the negative impact the absence of data retention
has on criminal investigations.?® The results of a study
commissioned by the Ministry of Justice and carried out
by the Max Planck Institute for Foreign and International
Criminal Law questioned the value added by data reten-
tion. The results of this large-scale empirical research
were presented to the Committee on Legal Affairs of
the German Bundestag on 27 January 2012.%

To implement the Data Retention Direction, Sweden
presented a bill in late 2010 on the retention of
traffic data for law enforcement purposes.> The
Green party, Sweden Democrats and the Left Party,
however, pushed through a minority vote, further
delaying the directive’s transposition. The Parliament
will not now consider it before 17 March 2012. Simi-
larly, in Romania, the plenum of the Senate unani-
mously dismissed the new legislative proposal on
21 December 2011, following a 2009 Constitutional
Court ruling that the national implementing legislation
was unconstitutional 3

3.3. Passenger Name Record
data

Passenger Name Record (PNR) data is information pro-
vided by passengers, and collected by and held in the
carriers’ reservation and departure control systems.
Soon after the terrorist attacks of 11 September 2001,
countries outside the EU adopted legislation requiring
air carriers operating flights to, from or through their
territory to provide their authorities with PNR data
stored in their automated reservation systems. Sent
wellin advance of a flight’s departure, PNR data should
help law enforcement authorities screen passengers
for potential links to terrorism and other forms of seri-
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appeal travel bans linked to PNR data.3s The European
Data Protection Supervisor released opinions in relation
to both agreements,¢ welcoming the safeguards on
data security and oversight foreseen in both agree-
ments, but expressed some concern regarding general
fundamental rights principles such as necessity and
proportionality.

The European Commission introduced in February
a new proposal for a directive to exchange PNR data
amongst EU Member States for law enforcement pur-
poses3’” The proposed PNR directive picks up a legis-
lative proposal of 2007, namely the PNR Framework
Decision,3® introduced before the Lisbon Treaty entered
into force. Several EU bodies questioned the propor-
tionality of the proposal in view of its impact on the
right to respect for privacy and the right to protection
of personal data (Articles 7, 8 and 52 of the Charter
of Fundamental Rights of the EU). The European Data
Protection Supervisor pointed out that the necessity
and proportionality of this system - which involves
large-scale collection of PNR data for the purpose of
a systematic assessment of all passengers - must be
clearly demonstrated.s® It made recommendations
regarding various aspects of the proposal includ-
ing: limiting the scope of application; the length of
data retention; the list of PNR data stored; enhancing
data protection principles; and ensuring an exhaus-
tive evaluation of the system. The Article 29 working
party also questioned the necessity and proportional-
ity of PNR systems and requested further clarification
as regards the scope of the proposal.“° The European
Economic and Social Committee (EESC) considered
the proposal disproportionate because it lacked suf-
ficient justification of the need for the indiscrimi-
nate use of the PNR data of all citizens travelling on
international flights.+
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“Before submitting new measures, applicable measures
on the collection of personal data for law enforcement
and migration control purposes should be evaluated and
‘security gaps’ identified. Any new draft on the transfer of
PNR data should include an extended impact assessment
with reliable and up-to-date information on the efficiency,
financial costs, and consequences with regard to the
aforementioned fundamental rights.”

ous crime 32

EU institutions discussed agreements with various coun-
tries on the exchange of PNR data in 2011. The European
Parliament endorsed the EU-Australia PNR agreement,3
while parliamentary approval is pending on the EU-US
PNR agreement34 These PNR agreements will replace
previous agreements from 2008 and 2007, respectively.
The European Parliament requested a modification of
the draft agreement with the US to reduce the length
of data storage and to ensure EU citizens have a right to

A letter from the Standing committee of experts on international
immigration, refugee and criminal law (Meijers Committee)

to Commissioner Cecilia Malstrém, Reference CM1108,

21June 2011, available at: www.commissie-meijers.nl

28 Germany, Ministry of the Interior (20113). _—
29 Max Planck Institut fir Auslandisches und Internationales 35 European Commission (2011d).

Strafrecht (2012). 36 European Data Protection Supervisor (2011a); European Data
30 Sweden, Government Offices of Sweden (2010). Protection Supervisor (2011b).
31 Romania, Constitutional Court of Romania, decision No. 1258, 37 European Commission (2011c).
8 October 2009. 38 European Commission (2007).
32 European Commission (2011c), p. 3. 39 European Data Protection Supervisor (20113).
33 European Parliament (20113). 40 Article 29 Data Protection Working Party (2011).

34 Council of the European Union (2011). 41 EESC (20113).
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Second opinion on the fundamental
rights compliance of a proposal for
a PNR data directive

Upon the European Parliament’s request, the FRA
presented an opinion on the fundamental rights
compliance of the European Commission’s new
proposal for a PNR directive.4> The FRA had earlier
presented a first opinion related to the PNR in Oc-
tober 2008 at the invitation of the Council of the
European Union.

This second opinion raises fundamental rights
concerns focusing on the risks of indirect discrimi-
nation in relation to profiling and the importance
of the collection of appropriate statistics to detect
this type of indirect discrimination, the require-
ments of necessity and proportionality for funda-
mental rights compliance and effective proactive
supervision to ensure the rights of passengers.
The opinion will feed into the discussions taking
place at the Council of the European Union and the
European Parliament.

The United Kingdom is in support of an EU PNR Directive
that includes provision for intra-EU flights. The gov-
ernment believes that “clear Passenger Name Records
(PNR) agreements between the EU and third countries
play a vital role in removing legal uncertainty for air
carriers flying to those countries, and help ensure that
PNR information can be shared quickly and securely,
with all necessary data protection safeguards in place”.
The House of Lords European Union Committee (Home
Affairs Sub-Committee) said the case for EU-wide leg-
islation is compelling. It is of the opinion that a single
legislative measure should cover the collection of PNR
data on flights into all the Member States, and the shar-
ing of those data with the authorities of other Member
States.44 Concerns in relation to PNR were addressed in
a statement given to the House of Commons by the UK
Immigration Minister on 10 May, questioning whether
PNR are necessary and proportionate.*s

In France, the Ministry of the Interior indicated that it
“actively [supports] the creation of a European PNR”, and
announced that an “interministerial team had been set
up to consider the establishing” of a system “capable of
handling PNR data and covering all the countries outside
the Schengen area”.4¢ But critical voices also registered
their views. The French data protection authority issued
an opinion on 17 February 2011, stressing that despite

42 European Commission (2011¢).

43 United Kingdom, Home Office (20113).

44 United Kingdom, House of Lords (2011), p. 7.
45 United Kingdom, Home Office (2011b).

46 France, Le Fur (2010).

four years of testing a national precursor to a PNR sys-
tem, the effectiveness of the system had not yet been
clearly demonstrated. It added that “the rate of false
alarms remains abnormally high”. The French data pro-
tection authority, however, expressed its willingness
to carry on with the current testing as preparation for
a future French platform for PNR data processing in the
context of an EU-wide PNR system.4

In other Member States, notably Austria, the Czech
Republic and Romania, parliaments have expressed
doubts with regard to an EU system of PNR data col-
lection and analysis.

Austria takes a skeptical view of the use of PNR data
within the EU as an additional tool in the fight against
terrorism, an opinion underscored by Members of
Parliament from all political parties in April. Accord-
ing to the then Federal Minister of the Interior three
conditions needed to be fulfilled before Austria would
support such a system: solutions must be in conform-
ity with human rights; the use of PNR data must be
of significant added value to the fight against terror-
ism; and financial and personal resources have to be
proportionate to the value of the system.4® The Aus-
trian Data Protection Board (Datenschutzrat) issued
a statement on the EU proposal for a PNR Directive in
February 2011, saying that storing personal data of all
passengers independent of any suspicion constitutes
an interference with the right to privacy. In such cases,
the legislator needs to substantiate the adequacy and
necessity of such infringements. The EU proposal does
not prove such adequacy and necessity, the Data Pro-
tection Board added. #

In the first half of 2011, the Senate ° and the Chamber of
Deputies of the Czech Republics called on the govern-
ment to adhere carefully to constitutional guarantees on
the right to privacy when drafting the PNR proposal. In
the opinion of both legislative Chambers, crimes related
to the use of Passenger Name Record data should be
defined in more detail to ensure proportionality. They
also pointed out the absence of further regulation
related to the form in which the data are retained and
said that the retention period was inappropriate. The
two chambers also declined to extend the obligation to
store and transmit data on flights between EU countries.

The Romanian Senate (Senatul) issued an opinion
regarding the proposed PNR Directives finding it in
compliance with the principle of subsidiarity but not

47 France, Data Protection Authority (2011).

48 Austria, Parliament (2011).

49 Austria, Data Protection Board (2011).

50 Czech Republic, Senate, Resolution No. 207, 28 April 2011.

51 Czech Republic, Chamber of Deputies, Resolution No. 446,
28 April 2011.

52 European Commission (2011c).
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with that of proportionality. The Senate based the latter
opinion on its view that the definitions of some of the
data types requested for collection are unclear and that
any decision with a serious impact should not be taken
based on automatic processing of PNR data.s3 Similar
concerns were also voiced in Lithuania, s Portugalss and
Germany.s¢

The debate on the fundamental rights compliance of the
proposed EU PNR system is likely to continue in 2012.

3.4. Terrorist Finance Tracking
Programme

The Terrorist Finance Tracking Programme (TFTP) has
unleashed another important EU debate that requires
a balance to be found between data protection and
security concerns. These plans concern the provision
to security services of financial transaction data from
certain financial messaging services, which are secure
platforms developed for intra- and inter-bank applica-
tions. The basic idea is to fight terrorism by following
the money trail via common messaging data standards
developed for financial transactions worldwide. The
Terrorist Finance Tracking Program was originally a US
government programme and part of its ‘Global War
on Terrorism’.

The EU-US TFTP Agreement,’” which entered into force
in 2010, tasks Europol with verifying whether the US
requests are proportionate and necessary according to
conditions laid down in the agreement. The agreement
sets up a periodic joint review mechanism entrusted
with the task of monitoring the implementation and
effectiveness of the agreement, including Europol’s
role under the latter.s® In November 2010 Europol’s Joint
Supervisory Body (JSB) carried out an inspection and
found that the written requests Europol received were
not specific enough to allow it to decide whether to
approve or deny them. Nevertheless, Europol approved
every request received.

“Europol advised that orally-provided information plays
arole in its verification of each request. [...] The significant
involvement of oral information renders proper internal and
external audit, by Europol’s Data Protection Office and the
JSB respectively, impossible.”

The president of the Joint Supervisory Body (JSB) on 2 March 2011

53 Romania, Senate of the Romanian Parliament (2011).

54 Lithuania, Committee on European Affairs of the Seimas
(2011).

55 Portugal, Data Protection Authority (2011).

56 Germany, Federal Commissioner on Data Protection and
Freedom of Information (2011), p. 145.

57 European Union, United States of America (2010).

58 Europol Joint Supervisory Body (2011).
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When discussing the JSB’s report on 16 March in the
European Parliament Committee on Civil Liberties,
Justice and Home Affairs, Members of the European
Parliament raised serious data protection concerns.
The committee’s reaction was one of “dissatisfaction,
unrest and discomfort” said the committee chair adding
that “the EP [European Parliament] has to exert control
on the implementation of this agreement”s* According
to the Federal Data Protection Authority in Germany
most financial messaging data transmitted to the US
authorities, where they are stored for many years, are
unrelated to international terrorism, and risk being used
for other purposes. In the view of the Federal Data Pro-
tection Authority Europol, the monitoring authority of
the data exchange with the US according to the agree-
ment, is not an appropriate guarantor as it also profits
from the data exchange.

The European Commission published the first joint
EU-US review of the TPTP carried out according to the
agreement in March.®' The joint review report concluded
that Europol had taken its tasks most seriously, and
had put in place the necessary procedures to execute
them in a professional manner and in accordance
with the agreement. It, however, concurred with the
JSB that “there seems to be scope to provide more
detailed and targeted justifications for the requests”
in order to enable Europol “to perform its functions
even more effectively”.¢> The joint report also issued
several recommendations in order to further improve
the application of the agreement, concluding in par-
ticular that more transparency on the added value of
the programme to the fight against terrorism, on the
overall volumes of data concerned and on other rel-
evant aspects would go a long way toward convincing
a wider audience of the real benefits of the TFTP and the
agreement, as well as raise the level of trust towards
the programme, and that such transparency should be
sought wherever possible without endangering the
effectiveness of the programme.

In response to an invitation by the European Parliament
and the Council of the European Union, the European
Commission presented different options for a European
Terrorist Finance Tracking System in July.®* The Com-
mission’s communication was discussed once briefly in
the European Parliament’s Committee on Civil Liberties,
Justice and Home Affairs, but not dealt with further. The
Council of the European Union held several rounds of
discussions, including at ministerial level, with key con-
siderations being the costs of a future EU TFTS and its
compatibility with the existing agreement with the US.

59 European Parliament (2011b).

60 Germany, German Federal Commissioner on Data Protection
and Freedom of Information (2011).

61 European Commission (2011e).

62 Ibid., p. 12.

63 European Commission (2011f).
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The Communication stresses the need to fully comply
with fundamental rights, namely the right to data pro-
tection. At EU Member State level, there is no consensus
yet on the issue. The government of the United Kingdom
stressed that it is committed to engaging fully with the
existing TFTP, but considers that the fundamental ques-
tion of the reason for establishing an EU TFTS is yet to
be adequately answered. According to the Federal Data
Protection Authority in Germany, the European Com-
mission proposal would follow similar principles as the
EU-US agreement and would lead to a mass storage of
data of mostly unsuspicious persons.

3.5. Body scanners

The legislation allows EU Member States and airports to
deploy and use body scanners as one possible method
to screen passengers at EU security checkpoints under
specific conditions that address fundamental rights con-
cerns. Security scanners should not, for instance, store,
retain, copy, print or retrieve images; any unauthorised
access and use of the image is prohibited and shall be
prevented; the human reviewer analysing the image
should be in a separate location and the image should
not be linked to the screened person and others. Pas-
sengers must be informed about conditions under which
the security scanner checks take place. In addition, pas-
sengers are given the right to opt out of a scanner check
and choose an alternative method of screening.”

“Security scanners are not a panacea, but they do offer

a real possibility to reinforce passenger security. Security
scanners are a valuable alternative to existing screening
methods and are very efficient in detecting both metallic
and non-metallic objects. It is still for each Member State
or airport to decide whether or not to deploy security
scanners, but these new rules ensure that where this new
technology is used, it will be covered by EU wide standards

The use of body scanners (or ‘security scanners’ - the
term used by the European Commission in its 2010
Communication on the Use of Security Scanners at EU
airports)®s was a controversial topic in 2011 due to the
implications of their use for human dignity and privacy.
The European Parliament¢¢ and the European Economic
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and Social Committee®” held hearings on the matter.
At the end of 2011, the European Commission adopted
legislation on the use of body scanners at EU airports.¢?
The European Data Protection Supervisor criticised the
adoption of the new legislation via a regulatory proce-
dure, because the proposals are not merely technical
but have an impact on fundamental rights.®®

FRA ACTIVITY

Body scanners and fundamental rights

The FRA presented its paper The use of body
scanners: 10 questions and answers at a Euro-
pean Economic and Social Committee hearing in
January 2011. The paper suggested the following
practical steps to safeguard passengers’ funda-
mental rights: consulting images by a screener re-
mote from the person under examination, with no
storage or archiving of pictures; blurring the face
of the person screened to render the images ob-
tained anonymous; using mimic boards to display
results instead of images. Passengers should be
given a choice, the paper suggested, between be-
ing screened by body scanners or more conven-
tional security checks like pat downs. Passengers
should also receive full information in advance to
enable them to make an informed choice.

64 Germany, Federal Commissioner on Data Protection and
Freedom of Information (2011).

65 European Commission (2010¢).

66 Committee on Civil Liberties, Justice and Home Affairs (LIBE)
(2010).

67 EESC (2011b).

68 Commission Regulation (EU) No. 1141/2011; Commission
Implementing Requlation (EU) No. 1147/2011.

69 European Data Protection Supervisor (2011c).

on detection capability as well as strict safequards to
protect health and fundamental rights.”

Vice-President Siim Kallas, EU Commissioner responsible for
transport, Press release IP/11/1343, 14 November 2011

EU Member States approaches are expected to con-
tinue to differ. In Italy, for instance, a second test-
ing phase was launched at the beginning of 2011 in
three airports (Rome Fiumicino, Milan Malpensa and
Venice) using a new technology,” but it had only been
implemented, as of May, in two of the three (Rome
and Milan).7> The first testing phase took place in 2010
(Rome Fiumicino, Milan Malpensa, Venice and Palermo).
According to the National Body for Civil Aviation,’ the
“tested security scanners do not have any impact on
health and ensure the respect of privacy for passen-
gers.” But the results produced were only partially those
that had been expected, it said, given false alarms and
long check-in times. The German Federal Minister of the
Interior decided that, based on field testing, full-body
scanners would not be used at airports in Germany for
now. It became apparent during the field testing of
two full-body scanners at Hamburg Airport, that the
technology was not yet at a stage where the available
devices were suitable for everyday use.’# Body scan-
ners, according to the Data Protection Commissioner,
may lawfully be used only under the condition that the
data are not stored, and that the image of the body
contours is not visible on the screen.”s

70 European Commission (2011g).

71 ltaly, National Body for Civil Aviation (2010).

72 ltaly, National Body for Civil Aviation (2011).

73 Ibid.

74 Germany, Ministry of the Interior (2011b).

75 Germany, German Federal Commissioner on Data Protection
and Freedom of Information (2011).



Concerns relating to the right of privacy, data protec-
tion, dignity and possible health risks were also voiced
in Sweden’¢ and in Slovenia.””

3.6. Social networking
services

The use, retention and transfer of personal information
by social networking services has become another key
issue in the public debate given the personal nature of
the information involved and the resulting implications
for the right to privacy.

Data protection authorities in the Nordic countries sent
some 40 questions to Facebook about how the com-
pany handles personal data. Facebook responded in
September.”® Facebook confirmed that the company
could use information from users’ status updates and
‘like” buttons to display targeted advertising. The
company said, however, that it does not disclose any
personal information to other companies, other than
the data the user agrees to supply in the process of
installing apps. Facebook considers that by having its
European headquarters in Ireland the company is sub-
ject to European data protection laws.”

An Austrian group called ‘Europe versus Facebook’, see-
ing their right to privacy violated, lodged 22 complaints
against Facebook Ireland, which is responsible for all
Facebook activities outside the US and Canada, with the
Irish Data Protection Commissioner in August. The com-
plaints include the following allegations: the ‘like’ button
creates data that can be used to track users; tags can
be applied without the consent of the user; and ‘pokes’,
posts, pictures and messages can still be seen after dele-
tion.® In September, the Irish Data Protection Commis-
sioner announced plans to conduct an investigation into
these complaints.® Given that Facebook'’s International
Headquarters are in Ireland, the Irish Data Commissioner
will examine all activities which are subject to Irish and
European Data Protection laws. Any decision it takes
could have implications for millions of users worldwide.

The following issues led to concern in the EU Member
States with regard to social networking services: uncer-
tainty about the private or public status of statements
made on social networking sites; the creation of profiles
and tracking of users by social networking sites; the
lack of protection of children by social networking sites.

76 Sweden, Committee of Justice, Swedish parliament (2010).

77 Slovenia, Ministry of the Interior (2010); Slovenia,
Information Commissioner (2011).

78 Norway, Data Inspection Board (2011).

79 Sweden, Data Inspection Board (2011).

80 For more information, see: www.europe-v-facebook.org.

81 See also: http://m.zdnet.com/blog/facebook/irish-data-
protection-commissioner-to-begin-facebook-audit/4262,
accessed on 14 October 2011.
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In France, the industrial tribunal in Boulogne-Billancourt
ruled on 19 November 2010 in a case about the public
nature of statements made on social network sites. The
case concerned three employees who were dismissed
for having criticised their managers on Facebook.?2
The court considered that the comments posted on
the social networking site were available to the pub-
lic as they were accessible to ‘friends of friends’. The
posts were no longer private as they were accessible
to persons not involved in the discussion. Therefore,
the dismissal was deemed founded. There is, how-
ever, some uncertainty with relation to the case law in
this matter. The prosecutor of Périgueux, for example,
handled a similar case differently. The prosecutor felt
that the statements made by two employees about
their superiors were sufficiently protected to be viewed
as private, visible only to the employee’s contacts, and
not the ‘second circle of contacts’.®3 In response to this
legal uncertainty, sector operators reacted quickly. On
30June, Google launched the Google+ network, another
social networking service, where messages carry dif-
ferent levels of privacy depending on various ‘circles’,
as defined by the user. On 13 September, Facebook
launched new tools allowing users to organise their
lists of “friends’ to better manage what information is
shared.® Nevertheless, the public or private nature of
messages posted on social networking sites remains
relatively uncertain.

German websites based in the province of Schleswig-
Holstein had until the end of September to remove
Facebook’s ‘like’ button or face a fine of up to
€50,000 following an intervention by the Independ-
ent Centre for Data Protection Schleswig-Holstein. The
concern was that this service was used to track users
and create user profiles.

“The wording in the conditions of use and privacy

requirements relevant for compliance of legal notice,
privacy consent and general terms of use.”®®

TRRLRRR AR

The Spanish data protection authority expressed its
concern about the increased number of reported vio-
lations of privacy in social networks, in particular with
regard to children (40 in 2010 against 32 in 2009). To
address the issue, the Spanish data protection author-
ity met with important social networks, such as Tuenti
and Facebook, to improve their privacy policies and to
prevent children under 14 years of age from joining

82 France, Boulogne-Billancourt Industrial Tribunal,
19 November 2010, Mme. B. v. SAS Alten Sir; Mme. S. v. SAS
Alten Sir.

83 Le Monde (2011a).

84 Le Monde (2011b).

85 Germany, Data Protection Commissioner Schleswig-Holstein
(2010).

statements of Facebook does not begin to meet the legal

Germany, Independent Centre for Data Protection Schleswig-Holstein
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them. Tuenti responded by saying it would review up
to 300,000 profiles a year, taking out the profiles of
children under the age of 14. Facebook, at the Spanish
data protection authority’s request, announced that it
would increase the minimum age to join its network
from Spain to 14. In addition, Facebook also promised to
develop better controls and to consider several options
to implement an age-verification system along with
a parental consent system.®

Outlook

Striking a balance between fundamental rights obliga-
tions and security concerns will continue to pose a chal-
lenge for EU institutions and EU Member States. The
on-going discussion on the Data Retention Directive
will be one facet of this wider debate.

EU institutions will also continue to debate the EU frame-
work in the area of data protection. The European Com-
mission tabled proposals in January 2012 to reform the
existing framework. They consist of a proposal for a reg-
ulation replacing the 1995 data protection directive and
a proposal for a new directive setting out rules on the
protection of personal data processed for the purposes
of the prevention, detection, investigation or prosecu-
tion of criminal offences and related judicial activities.

The attitude towards data protection of both users and
providers of social platforms and other online tools will
continue to fuel public debate and is likely to increas-
ingly become the subject of court deliberations. The
availability and uptake of redress mechanisms will need
to be examined closely to ensure that fundamental
rights are fully respected in the use of new informa-
tion and communication technologies.

The CJEU is likely to once more address another area
of concern, the independence of data protection
authorities.

86 Ibid.
87 Spain, Spanish Data Protection Agency (20113), p. 28.
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UN & CoE

EU

2 February - European Commission adopts a proposal for a directive of the European
Parliament and of the Council on the use of Passenger Name Record data for the
prevention, detection, investigation and prosecution of terrorist offences and
serious crime

21June - The Bureau of the
Consultative Committee

of the Convention for the
Protection of Individuals

with regard to Automatic
Processing of Personal Data of
the Council of Europe issues
areport on the consultation
on the modernisation of
Convention 108 for the
protection of individuals with
regard to automatic processing
of personal data

16 March - European Commission report on the joint review of the implementation
of the Agreement between the European Union and the United States of

America on the processing and transfer of Financial Messaging data from the
European Union to the United States for the purposes of the Terrorist Finance
Tracking Program

18 April - Evaluation report from the European Commission to the Council and the
European Parliament on the Data Retention Directive

16 June - Publication of Special Eurobarometer survey 359 on attitudes on data
protection and electronic identity in the European Union

13 July - European Commission adopts a Communication on a European terrorist finance
tracking system: available options

26 September - The Council of Ministers of the European Union gives its consent
to the European Commission’s proposals regarding the use of body scanners at EU
airports

29 September - Signature of the EU-Australia agreement on Passenger Name
Records (PNR)

25 October - Regulation of the European Parliament and of the Council establishing
a European Agency for the operational management of large-scale IT systems in
the area of freedom, security and justice

27 October - European Parliament adopts a legislative Resolution on the draft
Council decision on the conclusion of the Agreement between the European Union
and Australia on the processing and transfer of Passenger Name Record (PNR) data
by air carriers to the Australian Customs and Border Protection Service

10 November - European Commission adopts a Regulation amending the regulation
supplementing the common basic standards on civil aviation security as regards
the use of security scanners at EU airports

11 November - European Commission adopts an implementing Regulation
concerning the common basic standards on civil aviation security as regards the
use of security scanners at EU airports

24 November - The Court of Justice of the European Union issues judgments

in two cases relevant to data protection and information society:

ASNEF and FECEMD v. Administracién del Estado and Scarlet Extended SA v. Société
belge des auteurs, compositeurs et éditeurs

13 December - European Council gives the green light for the EU-US PNR agreement






